SINAV HAZIRLIK REHBERI

Red Hat Certified System Administrator (RHCSA)

Ag Gavenligi, Firewalld, SELinux ve SSH Konfigiirasyon Soru Bankasi & Analizi

s® Dokiiman Hakkinda

Bu dokiiman, Kurumsal Linux Y&netimi, Firewalld Bélge Mimarisi, SELinux Glvenlik Etiketleri, Kullanici izinleri
(umask) ve SSH Giivenligi basliklari altinda ¢ézllen teknik deneme sinavi sorularini, detayli agiklamalarini ve
LinkedIn paylagimi igin hazirlanmig 6zel bir makale taslagini icerir.

1. Soru Bankasi ve Detayli Cozimler

Soru 1 (Soru 28): Which firewalld zone has the highest trust level, accepting all network
connections?

A) public
B) home
C) trusted v (Dogru Cevap)

D) internal

Cozum / Aciklama:

firewalld mimarisinde trusted bdlgesi en yliksek gliven seviyesine sahiptir. Bu bdlgeye atanan tim ag paketleri ve
baglantilar higbir kisitlama veya engelleme olmadan kabul edilir.

Soru 2 (Soru 29): What does the command 'umask -S' display?
A) The umask in octal format.
B) The umask in a human-readable symbolic format. v (Dogru Cevap)
C) The system's default umask value.

D) A summary of what the current umask will do.
Coziim / Aciklama:

umask varsayilan olarak sekizlik (octal) formatta (6rnegin @@22) cikti verir. -S parametresi eklendiginde ise sembolik
bicimde (6rnegin u=rwx, g=rx, 0=1X) insan tarafindan okunabilir izin kisitlamalarini gdsterir.

Savas Salvador | Red Hat Certified System Administrator (RHCSA) Sayfal/9



Soru 3 (Soru 30): Which firewalld zone is designed for networks where you mostly trust other
computers, such as a work or home environment?

A) public

B) dmz

C) work v (Dogru Cevap)
D) drop

Cozim / Aciklama:

work bolgesi, is ortami gibi agdaki diger cihazlara biylk oranda glvenilen yerler i¢in tasarlanmistir. Yalnizca kural olarak
izin verilen servislerin gegisine izin verir.

Soru 4 (Soru 31): Which command provides a convenient way to save the entire current runtime
firewall configuration to the permanent store?

A) firewall-cmd --permanent --reload
B) firewall-cmd --save
C) firewall-cmd --commit

D) firewall-cmd --runtime-to-permanent v (Dogru Cevap)

Cozim / Aciklama:
O anki aktif calisma zamaninda (runtime) yapilan gegcici glivenlik duvari kurallarini diske kalici olarak kaydetmek igin
firewall-cmd --runtime-to-permanent komutu kullanihr.

Soru 5 (Soru 32): What is the function of the “firewall-cmd --reload’ command?
A) It restarts the firewalld service, dropping all existing connections.

B) It loads the permanent configuration into the live runtime environment without disrupting existing
connections. v (Dogru Cevap)

C) It saves the current runtime rules to the permanent configuration files.

D) It reloads the kernel's nftables module.
Cozim / Aciklama:

- -reload secenegi, diski okuyarak kalici konfiglirasyonu canli ¢alisma ortamina aktarir. Bu sirada mevcut agik TCP/
UDP baglantilar kopariimaz ve kesinti yasanmaz.
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Soru 6 (Soru 33): Which firewall-cmd’ command would open TCP port 8080 in the "public’ zone
for the current session?

A) firewall-cmd --permanent --zone=public --add-port=8080/tcp
B) firewall-cmd --zone=public --add-port=8080/tcp v (Dogru Cevap)
C) firewall-cmd --add-port=8080/tcp

D) firewall-cmd --permanent --add-port=8080/tcp

Cozim / Aciklama:

Mevcut oturum (runtime) icin - -permanent kullaniimamalidir. Ayrica bdlge agikga - - zone=public olarak belirtilerek - -
add-port=8080/tcp eklenmelidir.

Soru 7 (Soru 34): What is the default behavior of the "public’ zone in firewalld?
A) All incoming connections are accepted.
B) All incoming connections are rejected with a message.
C) Only selected incoming connections are accepted. v (Dogru Cevap)

D) All incoming packets are dropped with no reply.

Coziim / Aciklama:

Varsayilan olan public bélgesinde gelen tiim istekler engellenir; sadece acikga izin verilen servis veya portlara gelen
baglantilar kabul edilir.

Soru 8 (Soru 35): A ‘umask’ of 002 is often used in collaborative environments for what reason?

A) It creates files with 664 permissions, allowing group members to modify each other's files. v (Dogru Cevap)
B) It creates files with 644 permissions, making them read-only for the group.
C) It creates files with 775 permissions, making them executable by the group.

D) It prevents anyone other than the owner from accessing the files.
Coziim / Aciklama:

Varsayilan dosya izni 666 - @02 = 664 (rw-rw-r--) olur. Bu sayede ayni gruptaki kullanicilar dosyalar diizenleyebilir,
bdylece ortak calisma kolaylasir.
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Soru 9 (Soru 36): What is a key benefit of using “ssh-copy-id" over manually installing a public
key?

A) It uses a stronger encryption algorithm for the transfer.
B) It automatically sets the correct, restrictive file and directory permissions. v (Dogru Cevap)
C) It does not require the user's password for the initial connection.

D) It allows multiple public keys to be copied at once.

Cozim / Aciklama:

ssh-copy-id uzak sunucuda ~/ . ssh dizinini ve authorized_keys dosyasini olustururken dogru izinleri (dizin igin
700, dosya icin 600) otomatik ayarlar.

Soru 10 (Soru 37): What is the purpose of the "PermitRootLogin no’ directive in “sshd_config ?
A) To prevent all users from logging in.
B) To allow root to log in only with a key.
C) To prevent direct login as the root user, enhancing security. v (Dogru Cevap)

D) To require the root user to use a password.

Coziim / Aciklama:

Root kullanicisinin SSH ile dogrudan sisteme baglanmasini engeller. Kullanicilarin standart hesapla baglanip sudo
kullanmasini zorunlu kilarak izlenebilirligi artirir.

Soru 11 (Soru 38): In SSH key authentication, where is the public key placed?
A) In the ~/.ssh/private_keys file on the client.
B) In the /etc/ssh/sshd_config file on the server.

C) In the ~/.ssh/authorized_keys file of the user account on the remote server. v (Dogru Cevap)

D) In the ~/.ssh/known_hosts file on the client.

Coziim / Aciklama:

Public key, hedef uzak sunucudaki (remote server) kullanicinin ~/ . ssh/authorized_keys dosyasi i¢ine eklenmelidir.
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Soru 12 (Soru 39): Which command is used to view the SELinux context of running processes?
A)ls-Z
B) ps -eZ v (Dogru Cevap)
C) sestatus -p

D) getsebool -a

Cozim / Aciklama:

Sistemde galisan stireglerin (processes) SELinux etiketlerini ve alanlarini (domain) gérmek icin ps -eZ veya ps auxZ
kullanihr.

Soru 13 (Soru 40): Which command provides a simple, one-word output of the current SELinux
mode, suitable for scripting?

A) sestatus
B) selinux-mode
C) getenforce v (Dogru Cevap)

D) setenforce

Coziim / Aciklama:

getenforce komutu sadece Enforcing, Permissive veya Disabled seklinde tek kelimelik sade bir ¢ikti verir;
betikler icin idealdir.

Soru 14 (Soru 41): What is the most likely cause of an SELinux denial?
A) A bug in the SELinux policy.
B) A file or process having an incorrect context. v (Dogru Cevap)
C) The system running out of memory.
D) A misconfigured firewall rule.
Coziim / Aciklama:

SELinux reddetmelerinin (denial) en yaygin sebebi bir dosyanin veya sirecin yanlis etikete (context) sahip olmasidir.
restorecon ile dizeltilebilir.
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Soru 15 (Soru 42): Which firewalld zone rejects incoming connections with an “icmp-host-
prohibited” message?

A) drop
B) reject
C) block v (Dogru Cevap)

D) public

Cozim / Aciklama:

block bdlgesi gelen tim istekleri reddeder ve istemciye aktif olarak icmp-host-prohibited yaniti déndirir. (drop
bdlgesi ise sessizce yok eder).

Soru 16 (Soru 43): In firewalld's order of precedence, which type of zone is checked first for a
matching rule?

A) The zone associated with the incoming network interface.
B) The default zone.
C) A zone whose source IP address matches the packet. v (Dogru Cevap)

D) The 'trusted' zone.

Cozim / Aciklama:

firewalld 6ncelik sirasina gore ilk olarak paketin kaynak IP adresi ile eslesen bir bélge (source zone) olup olmadigina
bakar. Ardindan arayuz (interface) bdlgesine bakar.

Soru 17 (Soru 44): What is the correct two-step process for allowing a service to use a non-
standard directory with SELinux?

A) 1. Use “chcon’ to label the directory. 2. Use “setsebool to allow the service.
B) 1. Use 'semanage fcontext™ to define a new rule. 2. Use ‘restorecon’ to apply the label. v (Dogru Cevap)
C) 1. Set SELinux to permissive. 2. Set SELinux back to enforcing.

D) 1. Use “restorecon’ on the directory. 2. Use “semanage fcontext’ to save the change.
Cozum / Aciklama:

Standart digl bir dizini SELinux ile kullanmak igin 6nce semanage fcontext ile veritabanina kural eklenir, ardindan
restorecon ile etiket fiziksel olarak dizine uygulanir.
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Soru 18 (Soru 45): Which command would you use to find the names of all predefined services
that firewalld knows about?

A) firewall-cmd --list-all-services
B) firewall-cmd --get-services v (Dogru Cevap)
C) firewall-cmd --info-service="

D) firewall-cmd --list-services

Cozim / Aciklama:

Sistemde 6nceden tanimlanmis tim servis isimlerini listelemek igin firewall-cmd --get-services kullanihr. (--
list-services ise sadece o an bolgede aktif olanlari listeler).

Soru 19 (Soru 46): After changing the SELINUX mode in ‘/etc/selinux/config’, what is required for
the change to take effect?

A) Running “setenforce 1°.

B) Running “systemctl reload selinux'.
C) A reboot. v (Dogru Cevap)

D) Logging out and logging back in.

Cozim / Aciklama:

/etc/selinux/config dosyasindaki degisiklikler gekirdek (kernel) parametrelerini etkiledigi icin sistemin yeniden
baslatiimasi (reboot) sarttir.

Soru 20 (Soru 47): What is the purpose of the 'httpd_enable_homedirs' SELinux boolean?
A) To allow the Apache web server to access user home directories. v (Dogru Cevap)
B) To enable home directories for the 'httpd' user.
C) To force all web content to be stored in user home directories.

D) To disable SELinux protection for all home directories.
Cozim / Aciklama:

httpd_enable_homedirs boolean anahtari, Apache web sunucusunun kullanicilarin ev dizinlerindeki (~/
public_html) web sayfalarina erigsmesine izin verir.
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Soru 21 (Soru 48): How is a firewalld 'service' defined?
A) As a systemd unit file.

B) As a human-readable identifier corresponding to specific ports and protocols in an XML file. v (Dogru
Cevap)

C) As a special type of rich rule.

D) As a kernel module that inspects traffic.

Coziim / Aciklama:

firewalld servis tanimi, belirli port ve protokolleri XML formatinda bir araya getiren ve insan tarafindan okunabilir takma
adlar sunan yapilandirma dosyalaridir.

Soru 22 (Soru 49): Which 'ssh-keygen’ option is used to add a comment, typically your email
address, to the key?

A) -C v (Dogru Cevap)

D) (Diger)

Cozim / Aciklama:

ssh-keygen ile anahtar cifti olusturulurken anahtarin sonuna agiklama metni veya e-posta eklemek igin buyUk -C
parametresi kullantlir.

3 LinkedIn Makale Taslag:

W’ Red Hat Enterprise Linux (RHEL) Sistem Yénetiminde Kritik Giivenlik ipuclari ve RHCSA Notlar

Sistem yoneticileri ve DevOps mihendisleri i¢in Linux sunucu glivenligini saglarken en sik karsilastigimiz iki
temel yapi tasi: Firewalld ve SELinux!

RHCSA (Red Hat Certified System Administrator) sinavina hazirlik stirecimde éne ¢ikan bazi kritik pratik
bilgileri sizler igin derledim:

& Firewalld & Bdlge Mimarisi:

1. Oncelik Sirasi: Firewalld bir paketi islerken ilk olarak Kaynak IP (Source IP) eslesmesine bakar, ardindan
Ag Araylzu (Interface) bélgesini degerlendirir.

2. Gegici -> Kalici Kurallar: “firewall-cmd --runtime-to-permanent” komutu ile bellek Gizerinde test ettiginiz
canli kurallari tek hamlede konfigirasyon dosyalarina kaydedebilirsiniz.

3. Kesintisiz Yeniden Ylkleme: “firewall-cmd --reload™ komutu agik olan TCP baglantilarini koparmadan kalici
ayarlari canli sisteme uygular.
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J SELinux ile Dogru Etiketleme:
1. En Yaygin Erisim Hatasi: Sisteminizde bir 'SELinux Denial' (AVC) aliyorsaniz sorun %90 ihtimalle hatali
dosya/sireg etiketidir (incorrect context).
2. Standart Disi Dizin Ekleme: Web sunucunuza varsayilan disi bir dizin tanimliyorsaniz 2 adiml standart
kurali uygulayin:

“semanage fcontext -a -t ..." (Kurall veritabanina ekle)

“restorecon -Rv ..." (Etiketi fiziksel olarak uygula)
3. Sure¢ Analizi: Galisan servislerin SELinux alanlarini gérmek icin “ps -eZ" kullanabilirsiniz.

+~~ SSH Sertifika Guvenligi:

» Manuel anahtar kopyalamak yerine “ssh-copy-id" kullanin! Bu ara¢ uzak sunucudaki ".ssh™ ve
“authorized_keys' izinlerini (700 ve 600) otomatik olarak en giivenli sekilde ayarlar.

* Root erisimlerini sinirlandirmak icin “/etc/ssh/sshd_config™ icinde “PermitRootLogin no™ direktifini

unutmayin.
Sistemlerinizin giivenli ve kesintisiz galismasi dilegiyle! &

#Linux #RedHat #RHCSA #RHEL #SystemAdministration #Firewalld #SELinux #CyberSecurity #DevOps
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